
 

 

Abstract— Nowadays, it is essential to ensure the integrity of 
the medical image, especially for adequate region of interest 
(ROI) before taking any diagnostic decision, where 
watermarking is often used. In this paper, Covid-19 and other 
CT (Computerized Tomography) scans are analyzed using 
wavelet based watermarking under JPEG (Joint Picture Experts 
Group) compression attack. The structured method consisted of 
robust and fragile watermark, having in mind ROI, is 
implemented. JPEG compression attack is chosen since it is often 
used while saving case studies. This is of particular importance 
in the case of widely available Covid-19 CT scans of different 
resolutions. The CT scan structured watermarking shows 
promising results under JPEG attack. The results seem 
promising in both detection of image manipulation through 
fragile watermark and integrating visual logos through more 
robust approach.  

 
Index Terms— Medical images, Computerized Tomography, 

watermarking, wavelet, JPEG, DICOM, ROI. 
 

I. INTRODUCTION 

Security risks of medical images can vary from 
unauthorized access to errors occurring during transmission in 
hospital information systems (HIS) and PACS (Picture 
archiving and communication system) [1-4]. An attached file 
or a packet header (as in DICOM (Digital Imaging and 
Communications in Medicine) files) often carries all 
information needed to identify a particular image. However, 
keeping image metadata in a separate header file is prone to 
forgeries or clumsy practices. An alternative would be to 
embed all such information into the image content itself. 

Medical data security has become inevitable in smart 
hospital applications to ensure data privacy and patient data 
security of Electronic Patient/Health Records (EPR/EHR) [5-
7]. Medical reports and images are transferred to physicians at 
distant locations and to other hospitals for diagnosis. Before 
making any diagnostic decision, the integrity of region of 
interest (ROI) of the received medical image must be verified. 
Watermarking can be used to ensure integrity and 
authentication of the medical image.  Main challenges 
associated with e-healthcare systems and digital watermarking 
are following: 
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• medical image and EPR transmission should not cause 
separation between metadata and image content, 

• data (visual and non-visual) should not be modified 
accidentally or intentionally while transmitting over the 
insecure medium, 

• medical information authentication should be ensured to 
obtain confirmation of content that belongs to the appropriate 
patient (origin and integrity authentication). 

In this paper analysis is performed based on a structured 
watermarking method in order to protect medical images 
(modalities). The quality of the medical image, such as CT 
(computed/computerized tomography) scan, is considered for 
further use having in mind common JPEG (Joint Picture 
Experts Group) compression attack. Furthermore, a 
comparison is made with another structured watermarking 
method to verify the benefit of the implemented model. 

The paper is organized as follows. After the introduction, in 
Section II ROI and RONI (region of non-interest) based 
watermarking is explained, as well as common techniques 
used for medical image watermarking. Implementation and 
extraction of the proposed structured RONI based watermark 
are briefly given in Section III. Experimental results are 
presented in Section IV. Conclusion is given in Section V. 

II. ROI AND RONI BASED WATERMARKING FOR MEDICAL 

IMAGES 

A. Medical image watermarking  

There are a lot of different watermarking methods, where 
wavelet and LSB (Least Significant Bit) based approaches are 
one of the most common [8-16]. Coatrieux et al. [8] proposed 
Region of Interest (ROI) based approach to preserve the 
diagnostically relevant region, and Region of Non-Interest 
(RONI) usage in order to keep integrity and to serve as 
watermark carrier. Mehta et al. [9] studied the performance of 
three different techniques in watermarking: DWT (Discrete 
Wavelet Transform), SVD (Singular Value Decomposition) 
and hybrid (DWT-SVD) based watermarking. Similarly, 
Navas et al. [10] proposed a method of non-blind transform 
domain watermarking using DWT-DCT-SVD approach 
(DCT- Discrete Cosines Transform). Fragile watermarking 
methods can be focused on ROI integrity, where approaches 
can also be block-based (Liew et al. [11], Tjokorda Agung 
[12]). Also, watermarking methods are designed for various 
modalities (e.g. Nambakhsh et al. [13] for protecting positron 
emission tomography - PET images, Castiglione et al. [14] for 
functional magnetic resonance imaging - fMRI images). 
Giakoumaki et al. [15] discussed the watermarking 
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perspectives in a range of medical data management and 
distribution. The most common metadata structure correspond 
to DICOM standard, where the data is saved in the image 
header as a part of the image file and includes information 
related to patient, hospital, image, acquisition properties [16]. 

Different algorithms are available for ROI segmentation, 
and this depends on the medical image type. A physician can 
choose ROI in an image, where ROI represents rectangular 
area. In Fig.1 an example of segmentation of the ROI part for 
a CT image using a rectangular selection (rectangle) is 
illustrated. 

 
Fig. 1. ROI segmentation for a CT image. 

 

Moreover, there are various watermarks available. In Fig.2 
visual and textual watermarks are illustrated:  potential logo 
(logotype) representing clinics and text (txt) file representing 
information about the patient (PatientInfo), information about 
the image (ImageInfo), data about the diagnosis 
(DiagnosisInfo), data about the physician (PhysicianInfo). 
Such and additional data can also be found in the headers of 
DICOM format. 

 
Fig. 2. Examples of visual watermarks (logos): (a) Logo1, (b) Logo2, and (c) 

a textual watermark. 

B. Robust and Fragile medical image authentication 

Watermarking often tends to be invisible and robust. On the 
other hand, some watermarks can be considered fragile if their 
usage is needed for detection of content manipulation. Thus, 
watermark can be considered as multiple or structured, having 
both robust and fragile part. If content manipulation occurs, 
fragile approach should prevent fragile watermark extraction. 
Fragile watermark can be of textual type, representing 
metadata. Also, robust watermark like logo can be invisible. 

DWT enables energy compact representation of an image 
[9-10]. Using 1-level DWT decomposition image is 
transformed into four sub-bands: low-high (LH(1)), high-low 
(HL(1)), high-high (HH(1)) and low-low (LL(1)) band. LL 
band represents low frequency, HL and LH represent middle 
frequency (HL - horizontal and LH - vertical details) and HH 
represents high frequency band (diagonal image details), 
respectively. In 2-level DWT decomposition LL from the first 

level (noted as LL1) is further decomposed to additional four 
bands (LL2, LH2, HL2, HH2). The bands represented by 
wavelet coefficients can be used for embedding fragile and 
robust watermarks. 

Direct embedding on the wavelet coefficients is not 
necessary. The embedding can be performed on the elements 
of singular values of the DWT sub-bands. This is done by 
SVD, where SVD decomposes a matrix into three sub-
matrices in such a way that singular values get separated in 
the form of diagonal matrix [9]. The three decomposed 
matrices are: left singular matrix U, singular matrix S, and 
right singular matrix V, where U and V are the unitary 
matrices, and S is a diagonal matrix. Also, hidden information 
can be stored into specific LSB positions depending on the 
secret key. A sparse matrix generated by a private-key to 
determine the location of non-ROI modification, enhance the 
security of patient data [17-18]. 

In this paper a multiple medical image watermarking 
scheme based on DWT and SVD is implemented for robust 
watermark, and LSB based fragile watermarking technique for 
tamper detection using BCH (Bose-Chaudhuri-Hocquenghem) 
coding for noise detection and correction to enhance 
protection. The implementation of the BCH requires choosing 
a polynomial called the generator that is known to the 
transmitter and the receiver [19]. The transmitter performs the 
encoding procedure on the message stream to generate a 
certain number of check bits called a checksum. This 
checksum is appended to the message being transmitted. The 
receiver performs the decoding procedure, to verify that the 
checksum is valid. A BCH code with symbols from Galois 
field GF(2) (with two elements 0 and 1), with length 31 of the 
code word (message + checksum), and 16 message length 
which represents the binary message are used.  

III. EXPERIMENTAL ANALYSIS 

A. Implementation of the structured RONI based watermark 

In Fig.3 block diagram for implementation of the structured 
watermark is illustrated. 

 
Fig. 3. Block diagram for implementation of the structured RONI and wavelet 

based watermark. 
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Robust watermark is implemented in transform domain, 
where 2-level DWT decomposition is applied, as well as 
SVD. ROI segmentation is performed, where its limits are 
memorized. This is followed by RONI partitioning to blocks 
of 8x8 pixels. For each block 2-level DWT is applied using 
Haar wavelet obtaining components noted as LL2, HL2, LH2, 
HH2, HL1, LH1 i HH1. Then, SVD is applied to HH1. SVD 
components of (logo) watermark are integrated to SVD 
components of the image. Finally, IDWT is applied for all the 
blocks of RONI part in order to compose the watermarked 
RONI. Watermarked HH1 part is related to robust approach. 

For the fragile watermark, 2-level DWT is applied using 
Haar wavelet. Additional data is implemented in all parts 
except in the lowest and the highest frequencies (LL1, HH1). 
Textual data is divided into remaining bands, so that the 
diagnosis data belongs to HL2 and LH2, physician and 
hospital data belongs to HH2, patient info data belongs to 
LH1, and image data belongs to HL1 part. Private Key is 
generated in order not to affect the ROI while LSB method is 
applied for fragile watermark. This is a matrix of 256x256 
pixels consisted of random numbers from 0 to 10, where zeros 
become 1, and the rest of the values become 0. Length of the 
message for watermarking is defined and the message itself is 
converted to binary representation. LSB method is applied 
along with BCH coding for textual data integration and for 
improved data security in order to keep data safe from 
unauthorized access. Coding word is of 31 bit length, while 
the message length is 16 bits, and the control sum is checked. 
If image pixel's LSB, where watermark is embedded equals to 
a corresponding bit of hidden message, the pixel remains the 
same. If this is not the case, bit corresponding to the message 
is put in that place. Finally, IDWT is applied on watermarked 
image so that fragile and robust parts can be composed into 
one final image. 

B. Digital watermark extraction 

Digital watermark extraction is illustrated in Fig.4. 

 
Fig. 4. Block diagram for digital watermark extraction. 

 
Robust watermark is extracted similarly as in the 

implementation step. The ROI limits are used for obtaining 
RONI part of the watermarked image. This is followed by its 

partitioning, and applying 2-level DWT for obtaining the 
common ranges. The SVD approach is applied for HH1 part, 
and IDWT for logo watermark extraction. Similarly, as in the 
previous step with LSB extraction and BCH decoding fragile 
medical data can be extracted.  

C. Datasets and experimental phases 

Two sets are tested. The examples from the first set are 
presented in Fig.5 (PNG1-5), where the CT scans from [20] 
represent 24bit Covid-19 images in png format.  Also, cancer 
CT [21], which are 16bit of the same resolution and in 
DICOM format, are investigated. They are illustrated in Fig.6 
(DIC1-5). Here, only rectangle shape is assumed for ROI. 
ROI is selected manually, and is not part of this research. 
Thus, the method can be considered semi-automatic. 

 
Fig. 5. Covid-19 CT chest scans: (a) 406x302 image, (b) 320x430 image, (c) 

406x304 image, (d) 501x374 image, (e) 589x448 image, example. 
 

 
Fig. 6. Cancer CT 512x512 scans: (a)-(d) representing five DICOM images. 

 
After the structured watermark integration and extraction 

model implementation, two logo watermarks (128x128) from 
Fig.2(a)-(b), and appropriate medical textual data as in 
Fig.2(c) are tested having in mind JPEG attack, as a common 
attack in image forensics. In the first phase of experimental 
analysis, the Covid-19 scans are tested, where PSNR (Peak-
to-Signal Noise Ratio) and SSIM (Structural Similarity Index 
Metric) are calculated: 
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where in (1) MAXI  represents maximum intensity value and 
MSE is explained in (2). In (3) three factors representing 
luminance, contrast, and structure (L, C, S, respectively) are 
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used for comparing reference and tested image ( tstref II , ). 

The second phase is similar, and PSNR and SSIM are 
calculated for the cancer CT dicom images, having in mind 
JPEG attack. Four different quality JPEG levels are tested (Q 
= 15, 30, 75, 100). In the third phase a comparison to [22] is 
performed.  

IV. EXPERIMENTAL RESULTS 

A. Experimental results for Covid-19 CT data under JPEG 
attacks  

The obtained PSNR and SSIM results for Logo1 and 
Logo2, are shown in Fig.7(a) and Fig.7(b), respectively. The 
results are obtained for four JPEG quality (Q) levels, and five 
images PNG1-5. Extracted watermark Logo1 is shown in 
Fig.8. Similarly, the extraction results for Logo2 are shown in 
Fig.9. 

 
Fig. 7. PSNR and SSIM results under JPEG attacks for Covid-19 CT scans, 

and: (a) Logo1 and (b) Logo2. 
 

 
Fig. 8. Logo1 extraction results for Covid-19 scans under JPEG attacks. 

 

 
Fig. 9. Logo2 extraction results for Covid-19 scans under JPEG attacks. 

 

B. Experimental results for Cancer CT data under JPEG 
attacks  

The obtained PSNR and SSIM results for Logo1 and 
Logo2, are shown in Fig.10(a) and Fig.10(b), respectively. 
Extracted logos example is presented in Fig.11. 

 
Fig. 10. PSNR and SSIM results under JPEG attacks for cancer CT scans, 

and: (a) Logo1 and (b) Logo2. 
 

 
Fig. 11. Extracted (a) Logo1 and (b) Logo2 for DIC1 image and Q=30 

quality. 

C. Comparison results 

The comparison is performed with another structured 
approach from literature [22]. The comparison results for 
PNG1-5 are presented in Fig.12. Similarly, the results for 
DICOM images are given in Fig.13, where Q1 denotes the 
quality for the method from [22]. 

 
Fig. 12. Comparison results between the implemented method and the method 

from literature [22] for PNG images. 

 

 
Fig. 13. Comparison results between the implemented method and the method 

from [22] for DICOM images. 
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PSNR and SSIM comparison results are illustrated in 
Fig.14 and Fig.15 for the first and the second dataset, 
respectively. The proposed method is compared to [22] which 
is based on DWT, Hessenberg decomposition and SVD. 

 
Fig. 14. (a) PSNR and (b) SSIM comparison results between the implemented 

method (Q) and the method [22] (Q1) for PNG images. 

     
Fig. 15. (a) PSNR and (b) SSIM comparison results between the implemented 

method (Q) and the method [22] (Q1) for DICOM images. 
 
In JPEG compression and similar tested attacks (except 

Gaussian filtering) fragile watermark is not extracted as 
original, which confirms that the manipulation occurred. 
Example of the extracted fragile watermark is shown in 
Fig.16.  

 
Fig. 16 Example of unapropriatelly fragile watermark extraction. 

 
JPEG compression could be recommended in certain cases, 

especially when medical or professional staff communicates 
via modern mobile applications that do not include support for 
the DICOM format (DICOM viewer). This should be done 
only for the purpose of more efficient informal 
communication. 

In the current situation of the corona virus COVID-19, 
remote consultations were proposed to avoid cross-infection 
and regional differences in medical resources. However, the 
safety of digital medical imaging in remote consultations has 
also attracted more attention from the medical industry.  

Covid-19 cases are often of different resolutions because of 
the use of different equipment and because of more efficient 
analyzes. With such data, ROI often has large dimensions, so 
it often occupies a larger part of the original image, which 
reduces the watermarking capacity. The influence of capacity 
on the robustness and perceptibility of watermarked image is 
not negligible. By increasing the data payload, the robustness 
will decrease and the perceptibility will increase. Dimensions 
(resolution) of the host image should also be further 
considered.  

Image adjustment of size 512x512 pixels was applied 
before embedding the watermark. The worst results were 
obtained for PNG2 and PNG3, as shown for the extraction of 
both visual robust watermarks in Fig. 8-9. The PNG2 example 
has a lower resolution compared to the predefined image 
dimension adjustment, while the reason for PNG3 example 
was the image content itself, because similar image 
dimensions are in the PNG1 example. A similar experiment 
was done for dicom files, which correspond to cancer 
diagnostics. The obtained results are satisfactory because in 
most cases the watermark proved to be robust, i.e. it can be 
recognized. Text data during this attack in all formats could 
not be detected, which was the intention. The visual quality 
changes of selected medical images after watermark 
embedding are not noticeable, while the general image quality 
after watermark extraction is directly correlated with the 
extracted watermark quality discussed in this paper. 
Nevertheless, the RONI approach is recommended in order to 
prevent possible ROI changes. 

The main contribution of this paper is the implementation 
of the DWT and RONI based watermarking for Covid-19 and 
other CT scans using robust and fragile approach, where the 
results showed the need for systematic approach for 
authentication in the case of available scans during 
pandemics, particularly having in mind JPEG attacks. The 
future experiments need to be performed for larger CT 
databases since other issues may occur besides lossy 
compression (e.g. due to segmentation). 

V. CONCLUSION 

This paper presents multiple/structured watermarking 
method which is based on RONI, as well a DWT, SVD, LSB 
and BCH techniques. Both robust and fragile watermarks are 
implemented. Analysis under JPEG compression attack 
showed watermark characteristics that can be useful for CT, 
like Covid-19 scans of different resolutions. Experimental 
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results show that the model gives a good compromise between 
imperceptibility, robustness and fragility. 

Future research should be directed towards enabling 
automatic CT scan watermarking, and further testing with 
larger database and watermarking method capacity. 
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