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Abstract—Nowadays, a large amount of work is done by
freelancers across various areas — from graphical design and
music composition to data input and software development.
However, many issues appear due to participation of several
third parties together with different rules and policies imposed
by different platforms. On the other side, the emerging
blockchain technology provides the execution of transactions in
a trustable, decentralized, but still transparent manner. In this
paper, we demonstrate a case-study where blockchain is
adopted to eliminate the barriers and make freelancing more
convenient and profitable at the same time. As an outcome, a
proof-of-concept ~ implementation  of  blockchain-based
freelancing platform relying on Ethereum and Solidity smart
contracts is presented that provides practical pointers for
trustOdriven applications development.

Index Terms— Blockchain, Ethereum, Solidity, Freelancers

I. INTRODUCTION

In today's business world, everything is based on trust.
Any monetary transaction, ownership or arrangement. This
trust, however, is provided in a very specific way - by the
role of a third party, i.e. an institution of trust. In money
transactions these are banks, in ownership relations there are
cadastres and similar state institutions, in the case of any
type of contract, there are courts. The positive side of these
institutions, i.e. third parties, is that all parties to all these
agreements trust them and expect protection in case of any
unexpected occurrences. On the other hand, the appearance
of third parties brings with it a lot of negative effects, so you
often end up in a waiting list in order to make payments or
get a certificate of ownership of a real estate and the like.
Mistakes made by these institutions themselves are also very
common, and as a rule they fall on the common man as a
burden. There is bureaucracy, inefficiency, mistakes,
enormous costs that at some point completely make the role
of these intermediaries meaningless. The question is, is it
possible to exclude third parties from future business, and
still preserve that positive factor that they brought with
them. In the last few years, there has been a development of
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a technology called blockchain, whose primary idea is just
this. Decentralized system with minimal costs, efficient,
transparent and yet safe enough to take on the role of e.g.
banks. [1]

The share of freelancers in today's business world is large.
A large amount of work is completed by freelancers, and as
a freelancer, everyone has the opportunity to work in a huge
number of domains as an independent. So, people who are
engaged in graphic design, writing stories, teaching foreign
languages and, of course, programming, earn their living by
freelancing. Current platforms for freelancers are safe and
the most popular places where freelancers can find work are
[2] [3] [4]. The problem that arises is the possession of a
third party and some rules that must be followed on certain
platforms. Blockchain provides an opportunity to eliminate
these problems and as a new solution sets some new
boundaries and presents some new problems that are
obtained by introducing this solution.

In this paper, it is explored how the blockchain
technology can be leveraged to eliminate barriers when it
comes to freelancing. As main outcome of this research, we
introduce prototype implementation of freelancing platform
based on Ethereum blockchain technology and Solidity
smart contracts.

Il. BACKGROUND

A. Blockchain

Blockchain is a "cryptographically secure transactional
singleton machine with a shared state". Cryptographically
secure means that the creation of digital currency is
provided by complex mathematical algorithms that are
practically impossible to break. With the help of these
algorithms it is almost impossible to cheat the system (e.g.
creating fake transactions, deleting transactions etc.). A
transactional singleton machine means that there is one
canonical instance of the machine responsible for all
transactions created in the system. In other words, there is
one global truth that everyone believes in. Shared status
means that the status stored on this machine is shared and
available to everyone.

B. Ethereum blockchain platform

Ethereum blockchain is practically a transaction-based
state machine. As it is known, the state machine receives
inputs and, based on the current state, passes into new states.
With Ethereum's state machine, we start from the “initial
state”. This is practically the state before any transaction
occurred on the network. When transactions are executed,
the initial state passes to some final state. At any time, the
final state represents the current state in the Ethereum
network. The state of Ethereum has millions of transactions.
These transactions are grouped into "blocks". Each block
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contains some set of transactions and each block is
cryptographically chained together with the previous blocks,
which can be seen in Figure 1.

BLOCK 1 BLOCK 2 BLOCK N
Header Header Headar
mTransactions ’-HTransactions .

Fig. 1. Preview of Ethereum blockchain.

To cause a transition from one state to another, the
transaction must be valid. For a transaction to be considered
valid, it must go through a validation process known as
mining. Mining is the process when a group of Ethereum
nodes (more precisely computers) spend their computing
resources to create a block of valid transactions. Any
Ethereum network node that declares itself a miner can try
to create and validate the block. All miners try to create and
check blocks at the same time. Every miner provides
mathematical "proof" when submitting a block, and this
proof acts as a guarantee: if the proof exists, the block must
be valid. The process of validation of each block by the
miner who is supposed to provide mathematical proof is
called proof of work.

C. Concept of fees

One very important concept in Ethereum is the concept of
fees. Any calculation that occurs as a result of a transaction
on the Ethereum network is charged a fee. The fee is paid in
denominations called "gas". Gas is a unit used to measure
the fees required for a particular calculation. Two factors
determine how much it takes to pay for an action: the gas
price, and how much gas that action requires. The important
part is that Ethereum gas prices aren’t fixed. Gas prices are
determined by supply and demand. The busier the Ethereum
network, the higher the gas price. The amount of gas
required for each transaction depends on how complex the
transaction is. Gas prices are denoted in gwei, which itself is
a denomination of ETH. Gwei is 10° ETH. It is possible to
set a gas limit for each transaction. Gas limit refers to the
maximum amount of gas you are willing to consume on a
transaction.

D. Solidity smart contracts

A smart contract is a contract that is performed by itself
together with the terms of the contract to which the parties
have agreed. The terms of the contract are written directly in
the code of that smart contract. And the contract itself and
the 'consent' of the participants exists throughout the
Ethereum network. Practically smart contracts are programs
that are immutable and deterministic. They depend on the
context of the Ethereum Virtual Machine and the
decentralized global network. The contract controls the
execution of transactions, which are public and non-
refundable. In essence, contracts are reduced to programs,
which are modeled on traditional contracts, ‘if it happens,
then do it’. The contract is executed on many computers to
ensure reliability and trust. Smart contracts provide
autonomy, trust, speed, security and money savings.
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I1l. RELATED WORK

The blockchain was invented in 2008 by a group or an
individual, and this information is still unknown to the
public. Therefore, we can consider that blockchain, and at
the same time Ethereum, is a newer technology that poses
some new challenges and problems in front of us. Much
research has been conducted in academia as well as in
industry to explore the benefits of smart contracts as well as
the worlds in which they are applicable. There are many
smart contract platforms on the market with different
features that suit certain applications. In [5], the authors
focus on the technique of using blockchain to store
vaccination records, which is secure and efficient and is
based on smart contracts found on the Ethereum platform. In
[6], a system based on blockchain was proposed, which
refers to workers who are temporarily employed in
companies. In that way, employees are provided with a fair
and legal salary for their work obligations, as well as
protection if the employer becomes a debtor. The author's
work in [7] gives a focus on climate change and proposes a
solution which, with the use of blockchain, would reduce
global warming while keeping records of the crown
impression of the product. In [8], the authors provided an
overview of all the challenges that smart contracts would
face in the future.

IV. SOLUTION OVERVIEW

A. System Architecture

The application architecture consists of three parts: client
side, Web3 interface and server side. The server side is
located on the Ethereum blockchain network and uses
Solidity smart contracts which are accessed via Web3
interface on the client side. The client side is located in the
browser and uses HTML, CSS and Javascript programming
language. Also, the client side contains the Web3.js
Javascript library through which it communicates with
Solidity smart contracts as can be seen in Figure 2.
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Fig. 2. Representation of system architecture.

B. Tools used for system implementation

1) Ganache

Ganache is a local Ethereum blockchain that runs on a
local computer. Intended for the development and testing of
smart contracts and decentralized applications in a secure
and deterministic environment. Provides ten externally
owned accounts for testing purposes. The application
contains a graphical interface and can also be used as a
console application.
2) Metamask

Metamask is a software that allows you to own a



cryptocurrency wallet and allows you to interact with the
Ethereum blockchain. Metamask provides the ability to
store and manage account addresses on the browser. It also
allows us to connect securely to decentralized applications.
Using this software enables multi-user browser behavior.
3) Remix IDE

Remix IDE is an open source web and desktop
application. It enables the rapid development of Solidity
smart contracts and contains a large number of plugins as
well as a graphical interface. The Remix IDE is used for
contract development, but also as a platform for learning
programming on the Ethereum platform. The Remix IDE is
part of a Remix project that develops a handful of tools
related to Solidity smart contracts. It is written in the
Javascript programming language and allows you to run and
test contracts in a web browser. It also allows you to test,
debug and deploy contracts as well as many other useful
options. [9]

V. IMPLEMENTATION

As indicated in the System Architecture chapter, the
system consists of a server and a client side. The server side
consists of smart contracts written in the Solidity
programming language. The UML diagram in Figure 3
shows the organization of the contracts and the structures
used in the system. The main component is a
FreelancerContract  contract  that uses  Service,
FreelancerStructure and Offer data structures. This
component represents one Freelancer who is registered in
the system. While PlatformContract acts as a repository and
it contains all registered freelancers in the system. In
addition to the data structure that stores basic information
about the freelancer, there are also structures for services
and offers. Service is what a freelancer offers, while an
Offer acts like a real job offer.

+GetFroelancers

Fig. 3. UML contract diagram on Ethereum platform.

The client side of the application is written in the Javascript
programming language. On the client side there are two
proxy classes that correspond to the contracts on the server
side, and also uses the Web3.js library to communicate with
the server side. Practically one function on the client side
calls one function in the contract. There are also functions
that are handlers for the events which are broadcasted in
contracts. The UML class diagram of the client side can be
seen in Figure 4.
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FreelancerContractProxy

-web3

-contractinstance

+myAccount()
+setNameAndSurname(name, surname)
+answerOnOffer(offerld, answer)
+addOffer(favourld, description, price)
+addFavour(name, price)
+deleteFavour(favourld)

PlatformContractProxy

-web3
-contractinstance

+createFreelanceAccount()
+addFreelancer(freelancerContractAdrress)
+getAllFreelancerAddresses()
+getFreelancer(account_address)
+getFreelancerfForCurrentContract()

+getFavours()

+seeOffers()

+getViewData()
+approveCompletedOffer(offerid)
+completeOffer(offerld)
+getCompletedobs()
+getAcceptedOffers()
+processOfferAccepted(error, result)
+processOfferDeclined(error, result)
+processlobCompleted(error, result)
+processlobApproved(error, result)

Fig. 4. UML class diagram on the client side.

VI. RESULTS

Figure 5 shows the initial view of the client application.
The application offers the ability to create a new account
and navigation that allows to navigate through the entire
application.

Fig. 5. Initial view of the application.

After creating the account, you get the view as in Figure 6
and the application allows the user to set the name and last
name, add services he is offering and have an insight into
the job offers that are offered to him, offers accepted by the
user and offers waiting for client’s approval.

Moj profil

Fig. 6. View of the application after creating the account.

Clients can see the services of all freelancers on the
Profiles of Others page, which can be selected from the
navigation. The view of the page can be seen in Figure 7.
The application provides the ability to search all offered
freelancer services that are in the system and the ability to
send a service offer to a specific freelancer that will be
displayed on the homepage of the freelancer for whom the
offer is intended.



Profili ostalih korisnika

Ime Prezime Naziv usluge Cena usluge Akcija

Milan Radosavljevic Ct+ 5000

Milan Radosavijevic Java 6000

Obavestenje!
Trenutno nemate ponuda koje su prihvacene.

Fig. 7. View of page Profiles of other users.

When submitting an offer it is necessary to add a
description and offer a price for a particular service. Based
on the submitted offer, the freelancer will decide whether to
accept the offer for the job. Form for sending the offer can
be seen in Figure 8. After the offer is sent, the offered price
is transferred from the client's account to the smart contract
account. In case the freelancer rejects the offer, Ether will
be returned to the customer account.

Profili ostalih korisnika

Ime Prezime Cena usluge

Milan Radosavijevic Ce++ 5000

Milan Radosavijevic Java 6000

Operacije sa ugovorom

Fig. 8. Appearance of the offer submission form.

After the accepted offer, freelancer completes the offer
and sends it to the client for approval, after the approved
offer, the client accepts the completed work and only then
the offered price is transferred to the freelancer's account.
The layout of the offer table can be seen in Figure 9.

PONUDE POSLOVA

id

ponude  Adresa ponudjaca Naziv  Opis

0 0xa277B64b695bBFI46CAAIABIFIBBAM66ecOBT  Java

Android Aplikacia
Java

Fig. 9. Appearance of the table with job offers.

VIl. CONCLUSIONS AND FUTURE WORK

A platform for supporting a freelancing work community
is developed using Solidity smart contracts on the Ethereum
platform. The implementations process is used as a case-
study for learning practical aspects of trust-driven
applications development. Practical experiences and results
are presented in this paper.

This paper gives our first experiences and more
systematic approach is needed particularly validation and
evaluation that are planned for future work. Regardless of
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absence of a full scientific rigor, we present our experiences
that could be useful for future work in the field of trust-
based applications development.

The good side of the solution presented in this paper is
that it exploits advantages of the blockchain such as
reliability, security and speed. Due to the fact that since its
launch, the Ethereum platform has not had downtime due to
consensus and decentralized approach. Hence the fact that
this is another advantage, more precisely the advantage that
the platform is always online and working. This further
implies that the applications running on the blockchain do
not have a downtime, including this one. The solution has an
intuitive user interface that is capable of expansion. Even
though the application was developed as a proof-of-concept,
it shows high potential for commissioning in a real
environment.

One of disadvantages of the approach is that every action
that changes the state of the blockchain uses gas that
requires compensation from the user, as stated in the chapter
Background. Hence, some actions performed in the
application are not free. In the current prototype, freelancer
can not deliver product to the client who hired him. In future
work this shortcoming could be fixed by connecting
accounts with Github service, for example. It is possible to
further optimize the speed of the application, on both client
and server side, and to minimize the fee spent for
performing actions on the server side. The obtained solution
proves that it is possible to reach a satisfactory solution at an
acceptable price.
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