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Abstract— Three important problems related to the malicious
drone missions jamming are analyzed in this paper. These
problems are: 1) selection of drone signals which are going to be
jammed and corresponding signal frequencies, 2) selection of
optimum jamming strategies and definition of signal
characteristics, and 3) design of reliable and user friendly system
control mechanisms. The implemented solution allows jamming
of a significant number of signals important for drone operation:
video, telemetry and navigation signals. Classic sweeping is
modified to multisweep jamming with continuous and discrete
sub-bands to increase jamming efficiency. Device control is
possible from the PC application software by the application of
user friendly menus or from a specially designed module for
remote control. The implemented jamming system is presented
as well as the characteristics of the generated jamming signals.

Index Terms—Malicious drone missions jamming; jamming
scenario; remote control; user interface.

. INTRODUCTION

DRONES or unmanned aerial vehicle (UAV) are every day
becoming more often implemented devices in replacing
humans in dangerous and time wasting missions. As they
come to the place of accident by air flight, sometimes they
may save people and material resources just because they are
faster than other technologies. But, drones are also used in
various malicious missions. They may carry explosive to
cause numerous victims and damages of many important
objects and places such as airports, stadiums, residential areas,
governmental facilities, commercial and industrial facilities,
and so on. They may be applied for spy missions, smuggling
illicit materials over borders or into and out of the prisons [1],
[2]. Well prepared drone mission at one place may cause
enormous economy loss and problems for the whole world [3]
when just one concentrated attack disabled for a pretty long
time 5% of world crude oil production. When considering
data from Civil Aviation Directorate of the Republic of Serbia
[4], more than 95% of drones in Serbia in 2017. were used
illegally. All these illegal drones may be the reason of
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intentionally or unintentionally caused problem. Only these
last two data from national and international literature and the
short survey of places suitable for drone illegal activities are
sufficient to approve the importance of drone effective
jamming when their flight is not regularly registered.

Il. THE PROBLEMS TO BE SOLVED

The problems which have to be solved to prevent illicit
drone mission may be divided to three groups: 1) what drone
signals have to be jammed; 2) what jamming strategies and
jamming signal levels are the most effective for successful
drone disabling; 3) what control scenario should be
implemented to allow easy and reliable user handling the
drone jammer.

There is a variety of drones available on the world market.
All of them in principle operate using three main signal types:
1) communication signals interchange between the drone and
its operator; 2) video and telemetry signals transmission to the
operator; 3) satellite navigation signals reception (GPS or
GLONASS). The frequencies for the third signal type are
standardized, but the frequencies for the first two signal
groups depend on the applied drone model. The more detailed
analysis has shown that frequencies used for video and
telemetry links at the greatest majority of drone types are 433
MHz, 868 MHz, 915 MHz, 1.2 GHz, 2.4 GHz and 5.8 GHz
[2], [5] - [7]. The standardized frequencies for GPS and
GLONASS systems are 1176 MHz, 1227 MHz and 1.57-1.62
GHz. It is hard to find that any drone jammer may effectively
disrupt transmission of signals at each of the emphasized
frequencies. Nearly all these frequencies are jammed in [6]; in
other cases the dominant goal is to jam frequencies of
navigation systems [7] or navigation system plus links on 2.4
GHz and 5.8 GHz [8]. The objective of the presented solution
is to realize jamming of all emphasized frequencies for video
and telemetry signals transmission in modern solutions and
the frequencies for navigation. Such solution has the
maximum flexibility and the highest possibilities.

Various jamming strategies are defined and developed for
remote control improvised explosive devices (RCIED)
activation jamming and also for radio and mobile systems
surveillance and jamming. Two basic groups of jamming
strategies are active and reactive jamming. The first of them
supposes that jamming signal is continually generated. In the
second case jamming signal is generated only when drone
presence is detected. When considering signal characteristics,
sweep and barrage jamming are most widely used as well as
their variants and combinations. IRITEL has the great
experience in both jamming development and implementation
and theoretical analysis for all mentioned applications and
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signal generation strategies. References [9] - [18] represent
the small part of IRITEL previous solutions relating to the
topic of this paper. The goal of our analysis is to select a set of
optimum jamming strategies and signal characteristics for
effective jamming.

In the field of jammer control, the aim is to provide
flexibility of operator handling. It means that the scenario of
the first choice is to allow the parameters of the jamming
signal to be easily and instantaneously changeable according
to operator plans. In the more rigid situations only a set of
jamming signal characteristics is defined and operator should
make a decision between a priori specified options. This is the
second device control procedure. The additional objective
which results from these two scenarios is that reliability of
control function practical implementation is significantly
improved.

I11. DESIGN CONSIDERATIONS

The frequencies which are jammed cover a wide frequency
range 433-5800 MHz. It is important to notice that in the
range 1620-2400 MHz there are no important frequencies to
be jammed. Sweep and barrage jamming as two dominant
jamming strategies have specific problems when jamming is
applied to the wide bandwidth. When considering sweep
jamming, the problem is to achieve very high sweep rate to
reliably disrupt very short messages [13], [14]. In the case of
pure barrage jamming implementation, the problem is
necessity to have too high emission power which is split to the
whole applied frequency band even where this is not
necessary [15]. These two limiting factors are the reason to
split the whole bandwidth into several sub-bands using
separate jammer modules which may operate in parallel. We
have decided to have five independent modules. Among these
modules, the third module in the range 1164-1620 MHz
covers the greatest number of frequencies of interest: all
frequencies for navigation and one frequency for video and
telemetry link. Only this module is sufficient to achieve
performances comparable to the majority drone jammer
solutions in the world.

Frequencies of the signals which have to be jammed are a
priori mainly known. In such a case efficiency of sweep
jamming may be improved. For example, it is not necessary to
generate sweep signal in the whole third band 1164-1610
MHz, but only in some its parts where the frequencies of
interest are located. It is possible to implement two sweep
jamming strategies which decrease necessary sweep rate: 1)
multisweep with continuous sub-bands (continuously
sweeping over some parts of the total frequency band) and 2)
multisweep with discrete sub-bands (sweeping only over
discrete frequencies within frequency sub-bands). The second
of these two variants is innovative in IRITEL jamming
systems and not implemented in other solutions according to
the authors’ knowledge.

Flexibility of operator’s jammer handling is achieved both
by hardware and software methods. Hardware solutions allow
variable gain adjust, precise jamming signal frequencies
definition, more discrete frequencies selection for jamming,
several (four) different jamming strategies implementation,
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precise definition of jamming and non-jamming time intervals
and selection of one jamming scenario between several (eight)
predefined programmed procedures when system is controlled
by special developed remote controller. Dealing with
software, user interface is intuitive, easily understandable and
clear when control is devoted to a PC to support all wide
hardware possibilities.

IVV. THE JAMMER IMPLEMENTATION

IRITEL previous jammer solutions related to drones are
presented in [19], [20]. In [19] it is explained how drones are
used in friendly missions to improve RCIED activation
jamming efficiency: if drone is carrying jamming device, the
jamming signal may reach larger distance in comparison to
the ground jamming. On the other hand, the main principles of
malicious drone jamming system and the frequency spectrum
of all implemented jamming strategies are presented in [20].

The block-scheme of the realized jamming system is now
presented in the Fig. 1. The system includes the jamming
device and separate module for remote control as also the
application software for control and management at the distant
PC computer.
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Fig. 1. Block-scheme of the malicious drone jamming system
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Fig. 2. Block-scheme of the EXCITER module and the output module RANGE

The jammer control and management is based on the
implementation of processor board TS-7250. This module
defines the functional characteristics of the EXCITER blocks
for each of the five frequency bands. EXCITER blocks are
based on the function of direct digital synthesis (DDS). After
jamming signal generation and shaping in the exciter, the
output signal level is achieved in the blocks designated by
RANGE and further sent towards emission antennas. The
signal frequencies in the last two ranges are too high for DDS
realization and the function of these two segments is based on
the lower frequency signal generation in the local oscillator.
The signal in the local oscillator is used to shift the signal
generated in DDS modules 4 and 5 to the desired frequency
band by the implementation of mixers.

The control unit in the jammer exchanges information with
the application software in distant PC and with the module for
remote control using Ethernet and RS485 interface.
Communication with the module for the remote control is
realized over two converters: USB2.0/Ethernet and
RS232/RS485.

The simplified, general block-scheme of the modules
EXCITER and RANGE is presented in the Fig. 2. After
generation of the jamming signal in RF GENERATOR, the
signal frequency is up-converted (for the modules 4 and 5).
Band pass filter (BPF) is used to finally achieve the desired
jamming signal frequency. The obtained signal is then
amplified by two amplifier stages, one in the block EXCITER
and the other in the block RANGE to achieve the desired
jamming signal level.

ANTENNAS
CONNECTIONS

LAN

ETHERNET

Fig. 3. Jammer device and its connections
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The appearance of the jammer device is presented in the
Fig. 3. Its dimensions are 640 mm x 320 mm x 155 mm. The
jammer main connectors are designated in the figure as the
connectors for five antennas, Ethernet and RS485 port for the
connection to the remote control module and the LAN port to
connect the remote PC. The last connector is for power supply
24 V. The measured device power supply current is 28.75 A
from 24 V, thus obtaining total power consumption of 690 W
when generating all five jamming signals. The system
operating temperature range is from -20°C till +55°C. The
time interval between the device switch-on till the start of
jamming signal generation is 15s, while the time between the
jamming signal characteristics definition change in a device
menu till the moment of such signal generation start is 2s.
Precision of jamming frequency definition is £2kHz.
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Fig. 4. Block-scheme of the module for remote control
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Fig. 6. User interface for jammer control when multisweep signal with discrete sub-bands is generated

The block-scheme of the module for the remote control is
presented in the Fig. 4. The control board on the base of
processor LPC2148 performs information transmission
between the remote module and the device over RS485 and
Ethernet interface. Dimensions of this module are 170 mm x
120 mm x 55 mm and its appearance is presented in the Fig. 5
with the designated main module parts.

The module for remote jammer control replaces control
from the PC. Eight press buttons with the designation 1...8 for
activating one of eight predefined scenarios are obvious at the
nearer lateral side of this module. Ethernet and RS485
connector for connecting the remote control module and the
jammer are the lower connector at the front side and the
connector at the distant lateral side, respectively. The upper
connector on the front side is intended for flash placement to
read predefined jamming scenarios.

Fig. 6 presents user interface (menu) in the PC to generate
multisweep signal with discrete sub-bands. In the presented
example the signal is generated in the third band. The
parameters of the signal may be very flexibly defined. There
are two sub-bands (about 1300 MHz and about 1500 MHz and
five frequencies in each sub-band). The span between two
discrete frequencies is 50 MHz. Jamming for other frequency
bands as well as for other jamming scenarios is also
applicable.

V. MEASUREMENT RESULTS

The measurement results for the third frequency band
where there is a majority of jammed frequencies are presented
in the Table | and in the Fig. 7. Table | presents the achieved
maximum jamming signal power for all four jamming
strategies. It is possible to define lower and even significantly
lower emission signal level. This is especially important when
considering GPS and GLONASS signal jamming. Navigation
signals have very low level and it is enough to apply lower
jamming signal levels. Too high jamming signal levels in this
case could disrupt navigation signals at undesirably high
distance outside the protected area [19], [21], where it is not
necessary.

The Table Il presents the maximum power of generated
jamming signal for five signal sub-bands (F1 till F5) when
sweep jamming strategy is applied. The similar results are
obtained also for other three jamming strategies. F1 is the
lowest frequency sub-band and F5 is the highest frequency
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sub-band. F3 covers the majority of applied frequencies for
links of different type drones and these five sub-bands cover
all drone frequencies mentioned in this paper.

TABLE |
THE POWER OF GENERATED JAMMING SIGNAL FOR VARIOUS JAMMING
SCENARIOS

Jamming strate Generated signal | Generated signal
g 9y power (dBm) power (W)

Sweep 46.4 43.7
Multisweep,

continual sub-bands 46.4 437
Multisweep,

discrete sub-bands 46.4 431

Barrage 46.2 41.7

TABLE II

THE MAXIMUM POWER OF GENERATED JAMMING SWEEP SIGNAL FOR VARIOUS
FREQUENCY BANDS

Frequency band Generated signal | Generated signal
power (dBm) power (W)
F1 47.4 54.9
F2 46.2 41.7
F3 46.4 43.7
F4 44.6 28.8
F5 43 20

It is hardly possible to give exact presentation of jamming
successfulness rate as a function of emitted jamming signal
power, because it highly depends on the distance between the
jammer and the drone. As a consequence, it is difficult to
compare the jamming successfulness for various jammers
from different suppliers. Two important factors which have
great influence on the jamming successfulness, besides
generated signal power in a jammer, are signal attenuation
coefficient y and existence/nonexistence of obstacles between
the jammer and the drone. The influence of these two factors
is even significantly higher than the influence of jamming
power. For example, the signal power at a distance d from a
jammer may be expressed as

P(d)=a-d”7 1)




where a is the constant for adjusting values and dimensions of
variables and y has typical values between 2 and 5 [22]. It
means that influence of propagation environment may cause
signal attenuation in the ratio of even 8:1. Further, navigation
signals should not be jammed by a too high level signal
because navigation signals are also disrupted on other systems
and devices where it is not desirable. As a brief illustration,
according to [21] signal of the power 20mW (13dBm) is
enough to block navigation signals in the range of 2km and
this is significantly lower than the signal which our system
may generate (Tables I and I1). The jammer in [8] may cause
successful jamming at 2km distance for directional jamming
or 500m for omni-directional jamming. It means that our
system may be effective at higher distance than solution [8].

Comparison in this case may be made when considering
just signal levels at the place of signal reception. There is a
number of papers whose authors include the authors of this
paper where successful jamming rate (or bit error rate - BER)
is determined as the level ratio RCIED activation
signal/jamming signal [13]-[15], [18], [23]-[25]. Although the
analysis in these papers is performed for RCIED jamming, the
results may be also applied for drone jamming as the
principles are the same. The results from these references
prove that jamming successfulness depends on the applied
jamming strategy (we have analysed the jamming strategies
sweep, multisweep with continual sweeping and barrage in
the mentioned papers) as well as on the jammed signal
modulation type.

The frequency spectrum of the generated jamming signal is
presented in the Fig. 7. for all four implemented jamming
scenarios: sweep signal, multisweep signal with continuous
and discrete sub-bands and barrage jamming. The signal
spectrum is also related to the third frequency sub-band.

The applied jamming strategy mainly depends on the fact
what data we have about the malicious drone and what drone
signals we want to jam. In the case when a drone jammer is
applied as a sole device, there is even no data whether a drone
is present or not. It is necessary to jam a wide frequency
spectrum in such a situation, perhaps by the jamming
activation in all five sub-bands. The advantage of barrage
jamming over sweep jamming when jamming is performed
without any knowledge of drone presence is that all
frequencies are jammed in the same time, but the necessary
emitted power is higher than for sweep jamming [13], [14]. It
means that, if jamming signal power is enough, jamming
successful probability is 1 for barrage jamming and the sweep
speed for sweep jamming must be determined in such a way
that the probability of successful jamming is higher than some
value, usually 0.95 [13], [14]. When the jammer is applied
together with some system for drone detection and
identification, we obtain some data about the malicious drone
before jamming. Then it is possible to jam just on the
frequencies where video, telemetry and drone communication
signals are detected. It is possible to select to jam only one or
two of these three signal groups, or only navigation signals.
Thus emitted jamming signal power is significantly reduced.

Fig. 7. Jamming signals in the frequency range 1164-1610MHz: a) sweep; b) multisweep with continual sweeping; ¢) multisweep with (five) discrete sweep

steps; d) barrage
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V1. CONCLUSION

The malicious drone missions jamming system presented
in this paper completes IRITEL’s palette of various
implementation jammers [9] - [18]. With its wide flexibility
in jamming strategies definition, different implementable
jamming scenarios and suggestive handling menus, the
presented jammer has comparable or even better
characteristics than other internationally available solutions
[71, [8], [26] - [30]. In the future the realized jamming
system will be supplemented by the system for drones
detection, identification, classification and localization to
construct one comprehensive solution for the fight against
malicious drones.
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