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Abstract—Telecommunication operators are collecting large
amounts of data for various purposes such as network
performance monitoring, network planning, better customer
support, etc. Nowadays, big data technologies are commonly
used to couple with enormous amounts of data. Thus,
telecommunication operators use big data platforms to process
and store data collected from their networks. Data are collected
from the network and user devices. Since network operators
cover most of the residential users, it is possible to use this access
to introduce IoT (Internet of Things) and smart city support. By
extending the already existing big data platforms to support IoT
devices placed at network users' premises, smooth integration of
various IoT devices with the smart city concept can be achieved.
Such integration would have significant benefits for network
operators, users and local communities. In this paper, we
propose an extension that introduces IoT support to the existing
big data platform used for HFC (Hybrid Fiber-Coaxial) network
monitoring. An overview of the most attractive IoT use cases that
can benefit from the proposed extension is also presented in the

paper.

Index Terms—Big data, 10T, Smart city, Smart home, HFC
network.

I. INTRODUCTION

Telecommunication operators typically serve large number
of users. In order to successfully perform such task, operators
use very complex and heterogencous telecommunication
networks which need to be constantly monitored. For
monitoring purposes, operators collect and store data from
numerous network devices [1,2]. By processing the collected
data, it is possible to achieve optimal network performance
and provide high QoS (Quality of Service) to users. Since the
amount of collected data is enormous, big data technologies
need to be used to efficiently store and process such amount
of data [3].

Smart home and smart city are IoT concepts that are
becoming very popular nowadays [4,5]. Given the large
number of residents and the fact that each user will typically
have multiple IoT devices and sensors at home, it is obvious
that amount of data collected can be very large. Thus, big data
technologies would provide excellent solution for storing and
processing such amounts of data [6]. Most of the residential
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users are covered by some telecommunication operator (HFC,
passive optical network (PON), etc.) and the operators use big
data platforms to store and process data collected from their
networks. Given that fact, these big data platforms can be
extended to collect and store data from I[oT devices and
sensors placed at user premises. In this way, same
infrastructure could be reused for IoT purposes. By
integrating existing telecom operators big data platform in
smart city environment, highly economic and efficient smart
city solution can be achieved.

In [7], big data platform for HFC network monitoring is
extended with support for efficient failure detection and
localization. In this paper, we propose extension of this big
data platform to support [oT devices at users' premises. It will
be shown, that such extension does not require architecture
modifications in the already existing big data platform. Only,
adjustments in data collection layer need to be done. Once
data are collected and stored, it is up to data consumers (smart
city solutions and applications, users, operators) to determine
which types of processing of the collected data need to be
supported. For example, application for users that graphically
shows measured values from their sensors, or notification in
case of threshold violation (e.g. smoke detectors detect fire).
In this paper, we also present the most attractive use cases that
would benefit from such [oT extension of big data platform.

Remainder of the paper is organized as follows. In section
II, we give related work overview. Section III presents the
existing big data platform for HFC network monitoring, and
the introduced extensions to support data collection and
storage from IoT devices. Section IV contains a survey of use
cases that would benefit from the IoT extension of the big
data platform introduced in section III. Finally, section V
concludes the paper.

II. RELATED WORK

IoT based smart home solutions represent one of the most
important IoT markets since they offer a huge variety of
different applications for enhancements of resident’s quality
of life. It is possible to install different devices for monitoring
of various activities. The monitoring can be focused on the
resident’s activities and on the different parameters in the
home. In the elderly healthcare solution, different medical
sensors are provided in form of smart bracelets and other
wearable devices [8], that allow efficient monitoring of
movements and condition of a patient. Different sensors for
environmental monitoring could be installed like sensors for
temperature, relative humidity, light intensity measurements,
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fire/smoke detectors, etc. Based on these measurements,
temperature and lighting control can be automatized and
appropriate alarms can be raised. Monitoring of energy and
water consumption, and water leakage detection can be
achieved with appropriate sensors. Also, different appliances
in home can be remotely monitored, such as sensors for audio
and video surveillance, motion detection that are typically
installed to increase home safety [9].

Within the smart cities many urban related problems are
aimed to be solved such as air pollution, urban noise
monitoring, traffic jams, smart parking, energy consumption,
waste management, smart infrastructure, street lighting,
assistance to senior citizens, etc [10]. This includes different
types of technologies (big data, [oT, WSN (Wireless Sensors
Networks) and cloud. Particularly interesting elements for
planning Wi-Fi networks in large cities are presented in the
paper [11]. Wi-Fi as a transmission technology is preferable in
many smart city applications since it provides connectivity to
smart phones, computers and many wearable gadgets.
Different challenges of Smart City IoT system deployment are
addressed in [4], where Security and Privacy, Smart Sensors,
Networking and Big Data Analytics are recognized as the
most important ones.

IoT concept is one of the most important trends in
telecommunications. IoT is integral part of many "smart"
solutions like smart city, smart buildings, smart agriculture,
smart transport, smart healthcare... [12]. Given the significant
amount of data that IoT systems generate, big data is
recognized as a "key enabling technology for IoT" [12]. For
this reason there are numerous papers that deal with IoT and
Big Data combination. Surveys on big data in IoT can be
found in [12,13]. A large number of papers on the topic of
smart city shows that this concept is one of the most popular
ones from the IoT area. Survey on big data in smart city
solutions is given in [14]. Industry also embraced IoT concept
because digitalization of industrial processes increases
efficiency [15]. In [15], Industrial Big Data as a result of IoT
adoption in manufacturing is discussed. Big data and IoT in
smart farming are discussed in [16]. Although, many loT
solutions are already operating along with big data
technologies support, there are still some open challenges.
Survey on these open challenges is given in [17].

III. BIG DATA PLATFORM ARCHITECTURE

In this section, first we give a brief description of the
existing big data platform architecture for HFC network
performance monitoring. Then, we describe extensions
necessary to introduce IoT in the existing big data platform.

Fig. 1 shows the big data platform architecture for
performance monitoring of HFC network. Big data platform
comprises two major parts - big data cluster and data
collection layer. Big data cluster uses several big data tools to
store and process collected data. The used big data tools
include OpenTSDB (Open Time Series Database), Apache
HBase, HDFS (Hadoop Distributed File System), Apache
Spark, Hadoop YARN (Yet Another Resource Negotiator),
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and Zookeeper. OpenTSDB is used to verify and process
incoming messages from data collection layer, and to store
these messages in HBase tables. HBase writes table files to
HDFS while HDFS is responsible for storing data on physical
storage units. Apache Spark is necessary for data
aggregations. Hadoop YARN is used to allocate resources to
jobs. YARN also enables different processing frameworks to
use common hardware. Zookeeper synchronizes distributed
services.

Approach 2
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Fig. 1. Big data platform with added support for IoT devices

Data collection layer is responsible for collecting data from
CMTS (Cable Modem Termination System) and CPE
(Customer Premises Equipment) devices in HFC networks as
they represent network devices with a possibility to collect
data from them. CPE devices include cable modems and set-
top boxes. SNMP (Simple Network Management Protocol) is
used for data collection. There are numerous data collectors
working in parallel in the data collection layer due to large
number of devices in the HFC network from which data need
to be collected. Various data (metrics) are collected from
CMTS and CPE devices, while the data collection period
depends on the data type and importance. Collection period is
set in range from 1 minute to 1 hour depending on the
importance of collected metrics. Collected data are sent to
OpenTSDB via web socket and in parallel data are also
written to HDFS.

Fig. 1 also shows the extensions necessary to accommodate
IoT support. The updated or added modules are marked with
grey coloring. Main update needs to be made in data
collection layer. Namely, data collectors need to be aware of
new devices and data types that need to be collected. The
advantage of the previously described big data platform is its
flexibility. Due to large number of different network devices
(different vendors, versions, models, etc.), big data platform
was developed to efficiently couple with variety challenge
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that is typical for big data usage [18]. This means that the data
collectors are designed to be flexible and adjustable to new
devices added to monitored HFC network. Obviously, IoT
devices also represent new devices from the data collector
point of view. Thus, adding a support for new devices is not a
complex task.

The other extension is connection to new data consumers.
In the case of IoT introduction that would be IoT data
consumers, e.g. smart city environment as shown in Fig. 1.
These IoT data consumers can be internal or external
depending on the type of integration of the big data platform.
For example, the big data platform besides the network
monitoring system can serve also as IoT service hub operated
by the network operator (internal data consumer). But, the big
data platform can provide access to data to external data
consumers such as local government smart city platform or
external companies like distributors of electricity, water or
gas.

At user premises, there are two possible approaches that
affect the data collector extension for IoT devices support.
One approach is to collect data directly from each IoT device.
Second approach is to have a hub for all IoT devices at user
premises. In this second case, data collector connects only to a
hub which reduces the number of connections necessary to
collect all IoT related data from user premises. The other
advantage of the hub approach is simplified addition of
support for IoT data in data collection layer. Namely, in this
case focus is only on the types of IoT metrics not the types of
IoT devices. Secondly, this gives more freedom for
connecting [oT devices to central hub at home (for example,
ZigBee or Bluetooth). Thirdly, if WiFi is used to connect IoT
devices to central hub, a central hub might be integrated to
cable modem as nowadays these modems typically have WiFi
capabilities. Both approaches are illustrated in Fig. 1.

IV. USE CASES

The proposed IoT support extension of the big data
platform for HFC network performance monitoring can be
applied in many smart monitoring IoT based use cases. IoT
and sensor networks represent sources of time series data that
can be collected, stored and processed by the proposed
extension of big data platform. As discussed in the previous
section there are two approaches that can be used to collect
data from IoT devices - direct and indirect over loT hub. Note
that these two approaches can coexist if necessary.

Some of the most important and common IoT based smart
metering in homes are: indoor air quality monitoring, energy
consumption and water consumption monitoring. These
metering devices produce periodic and relatively small packet
traffic. The most common indoor air quality monitoring
parameters are CO, CO,, PM (Particle matters), VoC (Volatile
compounds), temperature and relative humidity. Additionally,
some devices support O,, CHy, H,S, NH; as well. There are a
lot of already available low-cost devices for this purpose [19].
These devices can be used for air quality monitoring and fire
detection. Normally, reporting period is set to 5 minutes, but
for the alarm purposes it could be set to 1 minute. Expected
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payload is 0.5 kB per sampling interval. In the case of 1
minute monitoring period, expected data volume per one
device would be 720 kB per day, i.e. 21.6 MB per month. If
data collectors enrich the collected data with additional
information (user id, device model/type,...), the expected data
volume can be a bit larger. The required storage space for data
collected over one month would be around 5.7 TB under
following assumptions: each home has 2 IoT devices in
average; data collected from each IoT device requires 30MB
per month in average; there are 100000 homes covered by
HFC network.

Telecom operators can allow access to the raw data via API
(Application Programming Interface). But more attractive for
their clients would be aggregation, processing and
visualization of their data available via web portal where
clients can easily follow the measurements and set alarms
and/or notifications, calculate air quality index, etc. In case of
different models and versions of IoT devices, operators can
perform data aggregations per manufacturer or model to gain
insight in the performance of the devices and determine which
devices are more preferable and offer them to their clients in
future deals. In case of air quality measurement devices,
outside units can be mounted as well, for example, on
balconies. Data collected from such devices can be aggregated
and processed to gain deeper insight in air quality in different
parts of the city, or on different height levels in case of multi-
storey buildings. This information can be very important for
local communities to detect critical zones.

While air quality monitoring requires quite frequent
reporting, energy [20] and water [21] consumption can be
reported once per day (about 0.4 kB per measurement in both
cases, which means 12 kB per month). Energy module
collects data about power consumption and other electric
parameters, while the water consumption sensor monitors
amount of water usage in the home. Measurements can be
collected by the platform, where data are stored and
processed. The measurements can be presented in form of
graphs, and when data reach the specified level of power or
water consumption, alerts can be generated and sent to the
user. Also, smart city concept assumes interconnection of
citizens, local governments and utility companies. Utility
companies need to read measurement devices to check the
consumption by their clients. If the readings of these devices
are integrated with the big data platform, then that data can be
passed to utility companies. In this way, multiple benefits can
be achieved. Automatized and remote measurement readings,
detection of anomalies which can trigger alarm to both utility
companies and users. In case of multi-storey buildings, utility
measurement devices are typically not part of the homes. In
such cases, if the building is covered by HFC network,
additional cable modem can be installed that would cover
only the utility measurement devices as a part of agreement
between the users, operator and utility companies. This
actually perfectly represents the idea and aim of smart city
concept.

As already explained, presented use cases are not very
demanding in terms of storage capacity, so big data platform
should be able to easily handle a lot of users. Insight into
collected measurements provides to wusers powerful
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information how to optimize water and power consumption
and how to improve the air quality. Proposed concept
facilitates smart home integration and could be expanded for
the smart city measurements integration with goal to create
pollution and noise maps (devices can be also mounted
outside for outdoor air quality monitoring), remote reading of
electricity and water consumption, thus, optimizing the work
of communal services. On the other hand, the proposed
expansion provides an excellent opportunity for the operators
to expand their service portfolio and offer new smart services
to their users, which would bring a new revenue and increase
users' confidence and satisfaction.

The described IoT devices are low-cost and easy for
installation and handling. Of course there are a lot of other
sensors and devices that could be installed for monitoring of
different kinds of parameters, and in this section we presented
a few useful examples for the proof of concept purposes.

V. CONCLUSIONS

In this paper we propose extension for IoT support of
existing HFC network performance platform based on big
data technologies. The proposed extension is incremental and
not complex, and most importantly does not affect the original
purpose (performance monitoring) of the big data platform.
The presented use cases that would be enabled by the
proposed extension show that significant benefit would be
gained by all the parties involved: users, operators, utility
companies, local communities. This is exactly in line with the
smart city ideas and goals. As a part of our future work, we
will focus on tight integration of the proposed extension to
smart city solutions with special emphasis on air and noise
pollution tracking and creating corresponding noise and
pollution maps.
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