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Abstract — Today, modern teaching relies heavily on the use of 

different software solutions, and modern teaching processes partly 

require the application of home learning concepts, which imply the 

application of those software solutions on personal student 

computer resources. By trying to provide software environments 

identical to those within higher education institutions, certain 

problems were identified that should be overcome in order to 

ensure the quality of the teaching process. The paper presents a 

possible solution based on the features provided by free and open 

source software (FOSS) and which enables easy and practical 

implementation of a uniform software environment for each 

student, regardless of the personal computer environment that is 

currently in use. 
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I. INTRODUCTION

The concept of digital transformation has become dominant 
in previous years in all spheres of human society. Although it 
first appeared dominantly in the field of business processes, in a 
very short period of time digital transformation also affected 
other areas in which perhaps at first glance such a large share of 
digital transformation was not expected, such as the fields of 
culture, agronomy and some other areas. However, it should be 
noted here that digital transformation cannot be characterized as 
a completely new procedure, on the contrary, digital 
transformation procedures are found in all areas from the 
moment when the mass application of digital technologies in 
many traditional procedures begins. Accordingly, some 
fundamentals of digital transformation can be recognized 
decades back [1]. Certainly, the technical and technological 
progress, which has especially intensified in the modern era with 
all the manifested peculiarities of recent years, has led to the fact 
that the process of digital transformation emerges as dominant in 
the foreground in all areas and precisely in today's age it is 
perhaps experiencing the greatest peak of its activity. 

The mentioned process of digital transformation did not 
bypass the segment of higher education either [2-4]. Such an 
occurrence was certainly to be expected, since in all spheres of 

higher education it is required to educate students who will be 
ready to apply the currently represented modern technologies in 
the present with the readiness to respond to the challenges of the 
emergence and application of new technologies in the future. 
And those new technologies will certainly be based on the full 
capacity that is manifested and can be manifested by various 
digital technologies. Accordingly, the digital transformation of 
higher education is a necessity in order to respond to the modern 
environment in which and for which the educational process 
itself is realized and to adequately meet the modern needs of the 
labor market, with which the educational process is connected by 
various connections. 

Today, there is almost no part of the teaching process that is 
not partially or completely subjected to digital transformation 
[5]. Here by the teaching process we do not mean only teaching 
in the traditional sense, but with that definition we include the 
entire complexity of the given process, of which teaching is 
certainly the main part, but which also includes administrative, 
legal, economic and some other sub-processes. Also, if we were 
to narrowly observe teaching in the traditional sense, here we 
have different aspects of digital transformation: the digital 
transformation of laboratory exercises, the digital transformation 
of practical teaching, the digital transformation of lectures in 
classrooms, but also the digital transformation of mastering 
teaching activities outside the space of a higher education 
institution, as is popular the process of learning from home. 

The common denominator that appears in the entire process 
when a student uses digital resources within a higher education 
institution and at home in order to realize the full potential of the 
entire teaching process is software. In the beginning, it was 
thought that the use of software would enable the establishment 
of a unique learning environment, which was done by moving 
part of the teaching process to an online environment. However, 
there remained one significant part that could not be moved to 
the online environment, and in that part some new problems 
appeared that needed to be overcome. 

In the following, some of the observed problems will be 
pointed out, then it will be pointed out how these problems could 
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possibly be overcome by using virtualization in conjunction with 
the use of FOSS (Free and Open Source Software) [6] solutions. 

II. PROBLEM IDENTIFICATION 

The analysis of observed problems is based on the 
experiences gained within the implementation of a part of 
practical teaching at the undergraduate and master academic 
studies of the Mining Engineering study program at the 
Technical Faculty in Bor, University of Belgrade in the period 
from 2019 to 2023. This period is significant in that it includes 
teaching, both in normal circumstances and in extraordinary 
circumstances that were a consequence of the global COVID-19 
pandemic, and thus led to the identification of a wider range of 
potential problems that can manifest themselves in terms of the 
use of software in teaching process. 

A. Observed Problems Related to Students 

Under normal working conditions in the field of teaching, in 
the observed and analyzed part, practical teaching was directly 
carried out within specialized computer laboratories, while one 
part involved the creation of independent tasks, papers and 
projects by students using personal computer resources at home. 
The teaching process defined in this way assumes as a basic 
premise the possibility of realizing such a software environment 
that will be used in the realization of the teaching process at home 
by students, as much as possible identical to the software 
environment used in the computer laboratory. 

The aforementioned brings new complexity and certain 
issues that need to be overcome in order to achieve certain 
learning outcomes defined by appropriate accreditation acts that 
define the observed teaching process. All these issues can be 
classified into three basic categories of perceived problems: 
problems manifested by the students themselves, problems 
concerning some legal and economic aspects, and problems 
manifested in terms of the engagement of teaching staff. 

If we look at the first category, that is, the problems expressed 
by students as actors in the entire process, it was observed that 
the majority of students have basic computer literacy. However, 
despite this, students often do not possess a sufficient level of 
computer knowledge to carry out appropriate procedures within 
the entire process. There is also a frequent case of student 
confusion where students think they have adequate knowledge, 
but in essence the acquired knowledge is inadequate, incomplete 
or fundamentally wrong and leads to wrong interpretations and 
implementations. 

Another important factor should be introduced here, which is 
that there is a huge variation in the environment that will be used 
by students for studying at home. Since it is about the personal 
computer resources of each student, huge differences can be 
expected in terms of the used hardware configuration, the used 
operating system and supporting programs and the overall 
configuration of the system. The question of the stability of the 
operation of each of the observed systems, optimization, 
potential bottlenecks and the like can be raised. Also, it should 
be noted that students often have no idea about the characteristics 
of the computer configuration they use at home and adequate 
answers to the previously mentioned questions, which again 
leads to incorrect implementation of the appropriate procedures 
related to the creation of the appropriate software environment 
necessary for the realization of the tasks of the teaching process 
at home. 

In accordance with the above, it was noticed that students 
often download the wrong installation files necessary for 
installing the appropriate software, which leads to the end result 
that the software is not installed at all or that inadequate software 
is installed. Furthermore, students often carry out the installation 
process in the wrong way, which can lead to an unwanted end 
result of the installation procedure, limited functionality of the 
software, or in the last case, unwanted behavior of the installed 
software. And finally, it should be mentioned that there are 
extremely frequent recorded cases of incorrect software 
configuration by students, which can again result in limited 
functionality of the software. 

In addition to the previously described problems observed 
during regular classes, during the global COVID-19 pandemic, 
several new problems appeared. These problems manifested 
themselves as a result of the global lockdown during the 
pandemic, which made the resources of higher education 
institutions unavailable for use by students, and therefore, in a 
very short time interval, the entire teaching process was forcibly 
transformed to the principles of learning from home. This 
phenomenon had a global character, while the consequences 
were felt at every local level. 

The previously observed problems were followed by certain 
problems related to the operation of various infrastructures in 
very difficult conditions. In the mentioned period, there were 
problems manifested due to poor dimensioning of certain 
systems, problems with communication connections due to 
additional load, unavailability of certain services due to 
additional load and the like. 

In terms of software, we should point out one phenomenon 
that was not immediately noticed at first glance, but later 
analyzes showed that it did exist in certain moments, and it 
concerns the additional workload of students. In a very short 
period of time, students were forced to use their personal 
computers to create an entire working environment for working 
from home. This meant, in terms of software, that students must 
install all the necessary software on their personal computers for 
all the subjects they are taking in order to be able to continue with 
the realization of their teaching activities. Since the pandemic 
conditions came suddenly, in most cases students were left to 
their own decisions regarding the software procurement, the 
installation process without adequate instructions from higher 
education institutions and the proper realization of the entire 
functionality of the required environment. In very complex 
pandemic conditions, in conditions of global lockdown, 
achieving complete software definition for students represented 
overcoming a certain series of challenges. 

B. Observed Problems Related to Legal and Economic 

Aspects 

When creating study programs and curricula for the same, 
from the point of view of using software, it is common for all 
considerations to be defined within the capacity of higher 
education institutions. In most cases, commercial software is in 
use with strict licensing provisions that refer to use exclusively 
within the capacity of the higher education institution. The case 
of students using the same software for the realization of the 
principle of learning from home is rarely considered, and the 
need to provide software for this part of the teaching process is 
completely transferred to the student himself. The student is 
obliged to somehow provide software for use on a personal 
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computer so that he can adequately answer all the tasks that are 
set for him for the purpose of realizing teaching activities. The 
entire issue of licensing in the legal and economic sense becomes 
a personal problem for each student. Software manufacturers 
have provided various discounts and a whole series of benefits 
for all members of the academic community, including students 
themselves, however, the problem of providing software for 
installation on personal computers is still a problem for most 
students. Often, the problem is further deepened by the 
requirements that, in addition to the existing software, some 
secondary software must also be provided, which again must be 
purchased, or a certain operating system must be installed, which 
the student must provide independently at his own expense, 
thereby making the entire problem even more legal and 
economic. difficulties if considered from the point of view of the 
average student. Here, we will not go into consideration of 
various unpopular measures that students resort to in terms of 
providing appropriate software resources, especially in 
economically less developed environments. 

C. Observed Problems Related to The Engagement of 

Teaching Staff 

As you can see, all discussions of potential problems that 
occur and may occur when using software in the teaching 
process, when that process is partially or fully implemented 
according to the principles of learning at home, have so far 
referred to students. However, it would be wrong not to take into 
consideration the part of the problem that in the entire procedure 
refers to the teaching staff of the higher education institution. 
These problems arise as a result of the attitude of the majority of 
students that the duty and obligation of teachers and associates 
in the subject is any kind of assistance in installing software on 
the student's personal computer, since these actions concern the 
achievement of the set goals of the teaching process. Two 
problems are identified here. The first problem is the 
impossibility of teachers and associates to implement a certain 
set of activities related to the installation of software on students' 
personal computers due to the limitation of work exclusively on 
the resources of the higher education institution. Another 
problem that arises is that if such indirect actions are included in 
the work segment of the teaching staff, the burden on the 
teaching staff will increase, which risks a certain distance from 
the basic tasks of teaching. 

III. FOSS AS A POSSIBLE SOLUTION 

One of the potential solutions for overcoming the previously 
described problems is the construction of a solution based on the 
application of the FOSS philosophy [7], that is, a solution that 
will be built around Free and Open Source Software. Such a 
solution is proposed for application in the field of higher 
education, since in accordance with modern requirements 
regarding the implementation of teaching processes, software 
distributability is required, that the aforementioned software 
offers in a much broader sense than commercial software, which 
is currently much more prevalent in the implementation of 
teaching at higher education institutions. Achieving a high 
degree of distributability enables a better connection of higher 
education institutions with the students themselves, observed 
from the point of view of managing the software environments 
needed to achieve the teaching goals, regardless of whether it is 
the use of software within institutional resources or refers to the 
personal computer resources of the students themselves. 

However, this distribution should be achieved in its entirety, 
that is, if only individual application software is distributed to 
students, which they themselves must install, configure and 
troubleshoot, there will not be a complete solution, but only a 
partial solution, which mainly refers to the mastering of certain 
legal and economic issues about the software itself. Therefore, it 
is necessary to find a solution that will eliminate the perceived 
problems in their entirety, that is, offer the students a work-ready 
environment where students will not excessively deal with 
certain computing issues. At the same time, the solution itself 
must have a certain type of isolation from the rest of the local 
computer system, that is, it must not in any way violate the 
consistency, make changes and in any way threaten the stable 
local computer system, which is a personal resource owned by 
the student himself. The solution must also be platform 
independent. It must not target only one specific type of 
operating system, but must enable application on the local 
student operating system as it currently is, that is, it must enable 
work on today's popular operating systems (Windows, Linux, 
macOS). 

In accordance with the previously established basic 
principles, it is suggested that the above can be achieved by using 
an adequate virtual machine (VM) running within the 
appropriate type 2 hypervisor [8] and which will enable the 
creation of an identical working environment among students 
with proper isolation from the rest of the local system. Virtual 
machines are subject to the same licensing provisions as when it 
comes to licenses related to use on physical hardware, and 
accordingly, free redistribution of such a virtual machine is only 
possible by using one of the Linux distributions as a guest 
operating system on the VM. 

Taking into account the above, VirtualBox in version 7.0 was 
chosen for the hypervisor, since there is the possibility of 
application, among other things, on Windows, Linux and macOS 
systems using identical principles and interfaces, and as pointed 
out by the manufacturer, in addition to the possibility of 
enterprise application, it supports equally well and home use [9]. 
As for the guest operating system, a choice must be made among 
the many available Linux distributions so that the selected 
distribution is not too demanding in terms of the use of local 
computing resources. Accordingly, Linux Fedora Workstation, 
in the last available version 39, based on the use of the 
Lightweight X11 Desktop Environment (LXDE), which is 
known to provide an extremely good ratio in terms of achieving 
good performance with minimal use of existing resources, was 

 
Fig. 1. Fedora LXDE as a guest os on VirtualBox VM 
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chosen as the guest operating system [10]. This configuration of 
the operating system is popularly called Fedora LXDE (the 
official full name is Fedora LXDE Spin), whose operation within 
the VM is illustrated in Figure 1. 

The above was proven through appropriate testing in 
laboratory conditions of the selected Linux distribution within 
the VM on the selected hypervisor. The occupied amount of 
virtual memory in idle VM mode by the operating system did not 
exceed the limit of 400 MB (as illustrated in Figure 2), which is 
considered an extremely good result for a modern operating 
system working in a fully functional graphics mode. The 
measured average time required to start the operating system 
within the VM was 12,885 seconds, based on the results obtained 
by executing the Linux command systemd-analyze, which is also 
considered an extremely good result. It should be noted here that 
all measurements were performed using the default settings of 
the operating system itself. The only difference compared to the 
default settings was reflected in slightly changed security 
settings, SELinux (Security Enhanced Linux) was disabled 
during the measurement, while the firewall daemon kept its 
previously enabled state. 

The previous one created a functional environment that will 
be uniform for all students who use it, regardless of the 
characteristics of their personal local computer configuration. 
However, the environment in itself means nothing if the 
appropriate applications are not launched within it by the 
students, which will be used to achieve the defined teaching 
goals within each subject individually. We will consider several 
possible application scenarios. First, it would be possible by 
using FOSS rules to install in advance all the necessary 
applications for all students who will use the VM. It should be 
borne in mind that it will be necessary to pre-install dozens, and 
in some cases hundreds of applications, depending on the size of 
the higher education institution, since we have students from 
different study programs and modules and since the students take 
different subjects, and there is a possibility that each subject has 
its own application software that it uses for the purposes of the 
teaching process. The VM thus obtained would be inadequate for 
any distribution and use by students because it would be too large 
and would consume more local resources than is really 
necessary. In the second scenario, the student would 
independently install the necessary applications, but in this case 
we return again to the presence of problems that we want to 
eliminate by using VM and FOSS within it, so the question arises 
of the justification and real usability of such a solution. 

In order to obtain a justified and usable solution, such 
procedures should be enabled that will enable the installation of 
only certain necessary applications for each student individually 
without any special intervention of the student himself in the 
installation process itself, as well as in the corresponding pre-

installation and post-installation actions. This was achieved by 
implementing a special dedicated software solution that is built 
into the distributed VM itself. The student introduced himself to 
the given application with his unique index number and that is 
the only interaction required by the student, the rest of the 
installation process at the location itself, that is, for a specific 
student, is realized using the appropriate automatic principles. 

The implementation of complete automatic procedures 
regarding the installation of the appropriate software within the 
distributed VM is made possible by using the principles of 
ontological engineering, that is, the realization of the appropriate 
ontology [11-13], the appropriate SPARQL queries [14] over the 
ontology and the appropriate integration of the previous ones into 
the Python program code [15], which enables the realization of 
the appropriate application solution as described in [16]. 
Applying the principles of ontological engineering in this case 
was necessary for the reason of connecting knowledge from two 
domains, academic and software. Knowledge from the academic 
domain gives us an accurate definition of the student himself. It 
is defined in the framework of which higher education institution 
student realizes studies and what types of studies, that is, which 
study program, module, which semester he is currently attending 
and which subjects are part of that semester (compulsory and 
optional). The above is illustrated in Figure 3 through the basic 
defined classes for the academic domain within the mentioned 
ontology. Knowledge from the software domain gives us the 
necessary determination of various aspects of the software itself 
that would eventually be installed within the VM. The type of 
software to be installed, licensing procedures, appropriate 
requirements that must be met before installation, the repository 
from which the software will be installed, the command that will 
be used to perform the installation, as well as any add-ons if there 
are any for the software itself, are defined. The above is 
illustrated in Figure 4 through the basic defined classes for the 
software domain within the mentioned ontology. When we have 
knowledge from these two domains, we can easily connect them 
in order to achieve the necessary and expedient installation of the 
necessary software on the appropriate VM using the basic 
property of connection within the ontology, that is, the existence 
of subject, action and predicate. In this case, the subject is the 
course, the action is the use of the required software, and the 
object is the software itself, that is, written in the ontology itself 
in the "ontological language", Course hasRequiredSoftware 
Software. 

 
Fig. 2. Fedora LXDE memory consumption in MB for VM idle mode 

 
Fig. 4. Main classes for academic domain 

 

Fig. 3. Main classes for software domain 
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Taking the above into account, we see that relevant data is 
stored within the ontology through appropriate classes, then, 
based on the connection of those classes, the data is linked into 
appropriate information within each of the given domains. 
Thanks to the connection of the domain and the use of 
appropriate queries on the ontology, we are able to synthesize 
the appropriate knowledge that enables us to carry out the 
appropriate action on the VM that produces as a value the 
appropriate software installed. That value is meaningful thanks 
to the provided knowledge that enables the installation of only 
that software that is determined, based on the preferences of 
each student, to be necessary for mastering the appropriate 
elements of the teaching process. 

Having the above in mind, there is one well-rounded 
solution that provides an adequate answer to overcoming the 
previously identified problems. However, such a solution can 
only be implemented within the framework of the FOSS 
concept, since such a concept fully supports and enables all the 
necessary distribution that should be realized from the higher 
education institution to each individual student. This practically 
means that this type of implementation has a direct dependence 
on the type of software that will be used within the teaching 
process itself. It is necessary to transform the teaching process 
so that it fits into the given solution, so that within the teaching 
process itself software will be used that fits the requirements of 
the intended solution. 

IV. CONCLUSION 

In the previous lines, certain software problems that students 
face during the implementation of the teaching process when it 
includes the part that involves learning from home have been 
identified. Such problems can more or less, longer or shorter, 
shift the student's focus from achieving learning outcomes to 
mastering appropriate software problems related to the 
implementation and realization of the teaching process itself, 
which is a negative effect that is to be eliminated. It has been 
shown that it is possible to implement such a solution in which 
the student's participation in the entire process of installing the 
appropriate software environment necessary for adequate 
monitoring and realization of the goals of the teaching process 
will be minimized. The solution fully supports the 
distributability of the software environment that should be 
achieved from the higher education institution to each 
individual student, regardless of the characteristics of the 
computer environment that the student uses within his personal 
computer resources. The considered solution is fully achievable 
thanks to the use of the FOSS concept. The solution also has 
economic sustainability, since the implementation of such a 
solution does not require any additional costs in terms of 
software. 

It should be noted that such a solution does not have to target 
only the domain of higher education. A solution conceived in 
this way can find wider applicability in other domains as well, 
starting with other levels of education, but also outside the 
educational domain. For example, the existing solution is 
currently being tested in the field of application in the 
development of instrumentation, where extremely positive 
results are already being recorded. Also, the existing solution 
gave certain results in the realization of mobility and dislocation 
of certain computer laboratories, during realization of various 
trainings in technical and other fields and similar. 

In the end, it should be emphasized that the proposed 
solution fulfills its purpose by providing the set functionalities 
within the given domain of observation, but also that there is a 
wider applicability than the original one, and also the 
appropriate sustainability of the solution. 
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